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Key Features

A mastering guide to help you overcome the roadblocks you face when dealing with mobile forensics●

Excel at the art of extracting data, recovering deleted data, bypassing screen locks, and much more●

Get best practices to how to collect and analyze mobile device data and accurately document your●

investigations

Book Description

Mobile forensics presents a real challenge to the forensic community due to the fast and unstoppable changes
in technology. This book aims to provide the forensic community an in-depth insight into mobile forensic
techniques when it comes to deal with recent smartphones operating systems

Starting with a brief overview of forensic strategies and investigation procedures, you will understand the
concepts of file carving, GPS analysis, and string analyzing. You will also see the difference between
encryption, encoding, and hashing methods and get to grips with the fundamentals of reverse code
engineering. Next, the book will walk you through the iOS, Android and Windows Phone architectures and
filesystem, followed by showing you various forensic approaches and data gathering techniques.

You will also explore advanced forensic techniques and find out how to deal with third-applications using
case studies. The book will help you master data acquisition on Windows Phone 8. By the end of this book,
you will be acquainted with best practices and the different models used in mobile forensics.

What you will learn

Understand the mobile forensics process model and get guidelines on mobile device forensics●

Acquire in-depth knowledge about smartphone acquisition and acquisition methods●

Gain a solid understanding of the architecture of operating systems, file formats, and mobile phone internal●

memory
Explore the topics of of mobile security, data leak, and evidence recovery●

Dive into advanced topics such as GPS analysis, file carving, encryption, encoding, unpacking, and●

decompiling mobile application processes

About the Author

Soufiane Tahiri is an independent computer security researcher and science enthusiast from Morocco, who
specializes in .NET reverse code engineering and software security. He puts interest in low-level techniques
and in recent years in computer and smartphone forensics. He has been involved in IT security for more than
10 years and has dozen of publications and researches in different computer security fields.
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From reader reviews:

Robert Johnson:

What do you think about book? It is just for students because they're still students or the idea for all people in
the world, exactly what the best subject for that? Simply you can be answered for that issue above. Every
person has distinct personality and hobby per other. Don't to be compelled someone or something that they
don't would like do that. You must know how great along with important the book Mastering Mobile
Forensics. All type of book would you see on many sources. You can look for the internet resources or other
social media.

Tina West:

The reserve untitled Mastering Mobile Forensics is the book that recommended to you to read. You can see
the quality of the guide content that will be shown to a person. The language that article author use to
explained their way of doing something is easily to understand. The article writer was did a lot of research
when write the book, to ensure the information that they share to you is absolutely accurate. You also could
possibly get the e-book of Mastering Mobile Forensics from the publisher to make you considerably more
enjoy free time.

Antonia Parham:

Your reading sixth sense will not betray an individual, why because this Mastering Mobile Forensics reserve
written by well-known writer who really knows well how to make book which can be understand by anyone
who all read the book. Written in good manner for you, dripping every ideas and publishing skill only for
eliminate your current hunger then you still skepticism Mastering Mobile Forensics as good book not only
by the cover but also through the content. This is one book that can break don't evaluate book by its include,
so do you still needing another sixth sense to pick this particular!? Oh come on your reading through sixth
sense already said so why you have to listening to one more sixth sense.

James Brady:

Do you like reading a guide? Confuse to looking for your best book? Or your book seemed to be rare? Why
so many question for the book? But any people feel that they enjoy with regard to reading. Some people likes
looking at, not only science book but additionally novel and Mastering Mobile Forensics or others sources
were given understanding for you. After you know how the truly great a book, you feel need to read more
and more. Science publication was created for teacher or maybe students especially. Those ebooks are
helping them to put their knowledge. In various other case, beside science reserve, any other book likes
Mastering Mobile Forensics to make your spare time far more colorful. Many types of book like this.
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